SEP-12-2007 11:44 



PEARL COHEN ZEDEK LATZER 



1 646 878 OBOl P. 004 



APPLICANT(S): CARMELLI, Tzahi CENTFWLMilr^^ 

SERIAL NO.: 1 0/695,837 '"'^'^ ' CENTER 

FILED: October 30, 2003 CCD i o oAny 

Page 2 it LWi 

AMENDMENTS TO THE CLAIMS 

Please amen4 the claims as follows, and cancel without prejudice or 
disclaimer to resubmission in a divisional or continuation application claims indicated as 
cancelled* 



1 . (Currently Amended) A method comprising: 

receiving a data frame, said data frame comprising a header and a data 
portion , the header comp rising one or more of the consisting of! a frame 

length, an encryption kcy> and an initial vector; 

if one or more of the frame length, the encryption kev, andJ he initial vector 
ilLthe header.indicates transmitting, configuring a transmitter to encrypt the data 
frame; and 

if one or more of the fi-ame le n^h. the encrvption kev, and the initial vector 
in the header indicates receiving, configuring a receiver to decrypt the data 
frame. 

2. (Original) The method of claim 1 , further comprising authenticating the header 
of the data frame. 

3. (Cancelled) 

4. (Previoxisly Presented) The method of claim 1 wherein configuring the receiver 
comprises: 

configuring the receiver to authenticate and decrypt a data portion and a 
message integrity code portion of the data frame. 



nn r^n«f*ui4 inn nn iwi 

5. (Original) The method ofclaim 4 comprising: 33 reli^ M 

decrypting the data portion and Ike message intcgri^ code portion of the 
data frame to provide a decrypted data portion and a decrypted message 
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integrity code portion, respectively; 

calculating the message integrity code of the data frame from the decrypted 
data portion; and 

comparing the calculated message integrity code to the decrypted message 
integrity code portion. 

6. (Previously Presented) The method of claim 1, wherein configuring the 
transmitter comprises: 

configuring the transmitter to authenticate and to encrypt the data portion and a 
message integrity code based on information included in the header of said data 
frame. 

7. (Original) The method of claim 6, further comprising: 

dividmg the data portion into two or more blocks of a predetermined block 
size; and 

padding a last block of the data portion with one or more zeros to match the 
predetermined block size. 

8. (Original) the method of claim 1 further comprising: 

generating an encryption vector to be used to encrypt and decrypt the data 
frame* 

9. (Original) The method of claim 1^ further comprising: 

generating an authentication vector to be used to authenticate the data frame. 

10. (Original) The method of claim 8, further comprising: 

decrypting one or more encrypted portions of the data frame by performing 
an exclusive OR operation between the one or more encrypted portions of the 
data frame and the encryption vector* 
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1 1 . (Original) The method of claim 8, further comprising: 

encrypting one or more portions of the data frame by applying an exclusive 
OR operation between the one or more portions of the data frame and the 
encryption vector. 

12. (Currently Amended) An apparatus comprising: 

a transmitter to encrypt a data frame; 
a receiver to decrypt the data frame; and 

a configuration unit to configure the transmitter and the receiver based on 
information included in the data frame; 

wherein the information included in the data frame comprises one or more of 
the la'oup consisting of: a frame length, an encryption kev, and an initial vector . 

13. (Original) The apparatus of claim 12, comprising: 

a security unit to provide an encryption vector to the tmnsmitter and to the 
receiver based on the configuration of the transmitter and the receiver. 

14. (Origmal) The apparatus of claim 12, comprising: 

a security unit to provide an authentication vector to Uie transmitter and to 
the receiver based on the configuration of the transmitter and the receiver. 

1 5. (Original) The apparatus of claim 13, wherein the receiver includes a dcctyption 
unit to provide a decrypted data frame by applying the encryption vector to an 
encrypted data frame. 

1 6. (Original) The apparatus of claim 13, wherein the transmitter includes an • 
encjyption unit to receive an authenticated data frame and the encryption vector to 
provide an encrypted data fiame. 
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17- (Original) The apparatus of claim 13, wherein the security unit comprises: 

an advance encryption standard engine to generate the encryption vector and 
an authentication vector. 



18, (Original) The apparatus of claim 13, wherein the security unit comprises: 

a message integrity code generator to generate a message integrity code of 
the encrypted data frame and to calculate a message integrity code of a 
decrypted data message. 

1 9. (Ori^nal) The apparatus of claim 1 8, wherein the security unit comprises. 

a comparator to compare between the calculated message integrity code and 
a decrypted message integrity code. 

20* (Cancelled) 

2L (Cancelled) 

22. (Cancelled) 

23. (Cancelled) 
24- (Cancelled) 

25. (Cancelled) 

26. (Currently Amended) A wireless communication system comprising: 

two or more stations wherein at least one station of the two or more stations 
includes: 

a transmitter to encrypt a data frame; 
a receiver to decrypt the data frame; and 
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a configuration unit to configure the transmitter and the receiver based on 
information included in the data frame; 

wherein the information included in the data frame comprisej; one or more of 
the group consisting of: a frame length, an encryption kev, and an initial vector . 



27. (Original) The apparatus of claim 26, comprismg: 

a security unit to provide an encryption vector to the transmitter and to the 
receiver ba5ed on the configuration of the transmitter and the receiver. 



28. (Original) The apparatus of claim 26, comprising: 

a security unit to provide an authentication vector to the transmitter and to 
the receiver based on the configuration of the transmitter and the receiver. 

29. (Original) The apparatus of claim 27» wherein the receiver comprises a 
deciyption unit to provide a deciypted data frame by applying the encryption 
vector to an encrypted data frame. 



30. (Original) The apparatus of claim 27, wherein the transmitter comprises an 
encryption unit to receive an authenticated data frame and the cnciyption vector to 
provide an encrypted data frame. 

31 . (Original) The apparatus of claim 27, wherein the security unit comprises: 

an advance encryption standard engine to generate the encryption vector and 
an authentication vector. 

32. (Currently Amended) An article comprising: a storage medium, having stored 
thereon instructions, that when executed, result in: 

receivmg a data frame^ said data frame comprising a header and a data 
portion , the header comprising one or more of the proup consisting of: a frame 
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Icnpth. an encrvption key, and an initial vector: 

if one or more of the frame length, the encryption kev. and the initial vector 
ilLthe header indicates transmitting, configuring a transmitter to encrypt the data 
frame; and 

if one or more of the frame length, the cncrvntion kev> and the initial vector 
iiL.the header indicates receiving* configuring a receiver to decrypt the data 
frame. 

33. (Previously Presented) The article of claim 32, wherein the instructions when 
executed, result in: 

configuring the receiver to authenticate and decrypt the data portion and a 
message integrity code portion of the data fiame. 

34. (Previously Presented) The article of claim 32, wherein Ae instructions when 
executed^ result in: 

generating an encryption vector to be used to encrypt and decrypt the data 
firame based on information included in the header of the data frame. 

35. (Previously Presented) The article of claim 32, wherein the instructions when 
executed, result in: 

generating an au^ntication vector to be used to authenticate the data frame. 

36. (Previously Presented) The article of claim 32, wherein the instructions when 
executed;, result in: 

decrypting one or more encrypted portions of the data frame by performing 
an exclusive OR operation between the one or more encrypted portions of the 
data frame and the encryption vector. 
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